Although we know that there are benefits to individual patients from electronic data, the next potential, and potentially the biggest, benefit will come from the technologies known as big data, machine learning, and artificial intelligence. Harnessing the potential of computers to sift through large amounts of data will result in the possibility of generating insights into individual patients, and into whole populations, predicting the risk of hospital admission for an individual, or tracking influenza epidemics to prepare adequate responses. Once the data are reliable, recorded in a computer-interpretable way, new horizons will open.
Introduction
One of the major challenges facing modern primary care is the change from sequential acute care episodes to managing increasingly complex and chronic diseases. Whereas once people lived short lives and died of a single disease, modern medicine has become very successful at managing many diseases (such as heart disease and diabetes) to increase both the quantity and the quality of life [1] . China 
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is no exception to this [2, 3] , with diseases such as diabetes and heart disease on the rise [4, 5] .
But this comes at a cost, and the cost is the increase in the number of people who now:
• Survive longer that in the past
• Have more than one disease
• Require constant care and monitoring (both by health professionals and by themselves) to maintain their health
• Require medications and other interventions on a regular basis, increasing costs and other impositions on the health care system
These costs apply in any nation and its health system. In publicly funded, universal health care systems (think of the United Kingdom, Australia, and Cuba) these costs accrue to the state. In private systems (e.g., in the United States) they apply to individuals, with increasing inequality of access to care. China, with its large population and variety of funding mechanisms across urban and rural settings and across social classes, faces particular challenges in this regard [6] .
The important outcome is that these patients, and their disease, require not a single drug or intervention but a systematic and holistic approach to management, over a long period, and often involving multiple health care practitioners [7] . The patients themselves are crucial to the process of care, and a shared decision making (SDM) model (where patients are an active participant in choosing care options) is the desired model for chronic disease care [8] . SDM makes the patient's views, desires, and objectives for care of equal weight to those of the health professionals. SDM is the extension of patient-centered care [9] . Patient-centered care encourages the health care system to consider the patient's views; SDM requires the health care system to consider the patient as part of the team.
SDM requires that the patient's views, concerns, cultural background, and indeed wishes be considered in the delivery of care. Patients are to be given the information they need to make a decision, including the possible consequences, and then supported in their decision. There is no "one size fits all" approach. SDM is often a challenge to institutions, where protocol-driven approaches are easier to implement.
Alongside the change to a chronic disease model are the changes to society in general (and health care specifically) caused by the digitization of society. No part of health care is untouched, whether it be e-mail communication, electronic health records [10] , smartphone and app adoption [11] , or "big data" all leaving their mark [12] . Although the adoption of these technologies is variable, their use is only going to increase over time. Computers are entering all aspects of health care, in differing ways. A fully electronic health record is the ideal, but computers can run recall systems, manage communication and referrals, and simplify prescribing [13] . It all depends on local need and availability.
This brings us to the intersection of these two concepts: 
Digital health
No longer can the patient, or the primary care practitioner, be the repository of all the information regarding the patient's care.
The amount of information about a patient is increasing exponentially, with serial blood tests and radiology, all of which must be reviewed on a regular basis. Managing that information is increasingly the prime activity of health care workers.
Information management is not just about accessing information, it is about collating it, reconciling results in time and from different sources, and understanding the various uses of data.
And data are not just points of measurement. For each patient, data have many forms:
• The story that the patient tells -both the history of the disease and also the story of the patient's life, perceived need, and preferences for care [15] .
• The physiological measurements -the things about the patient that can be measured, such as blood pressure and pulse rate.
• The investigations -which can be hard measures such as a hemoglobin level, but also interpretive, such as a chest X-ray and echocardiography.
• The knowledge-and experience-based interpretive elements -usually applied by the physicians. An elevated hemoglobin A 1c level suggests diabetes, for example.
Or a history of central chest pain suggests ischemic heart disease [16] .
All of these are acted on by time, as time series changes the data and their interpretation. All data must be interpreted, and this interpretation is the heart of information management.
Information communication is the next element, for in a connected health care system information not shared is information lost. Too often information is locked up within the silo of a specific institution. Information can be shared in a number of ways. Often the patients themselves are the best way to ensure communication, but increasingly information is too complex for patients to hold it themselves. A digital magnetic resonance imaging scan needs to be shared by digital means -a CD or cloud repository. Thoughts and interpretations of health care workers also need to be shared, which may mean e-mail communication or a centralized repository. All these issues must be dealt with. Also, the nature of these patients means that sometimes they have issues that make them unable to help their health professionals. Strokes and dementia may create problems through cognitive impairment or low health literacy.
Also soon to impact on care delivery will be the fields of patient-generated data and advanced computing techniques. In the former, the advent of wearable technologies and self-monitoring smartphones will provide ever more sources of data for clinicians [17] , as well as assisting patients in their own care [18] . These large sets of data are increasingly going to be used by techniques such as machine learning and artificial intelligence to develop insights and guidance for clinicians and patients alike [12, 19] .
Information management
In a digital environment good information management requires systems that can manipulate data, and the requirements of electronic systems are different from those of human systems, which is the crux of the problem. A computer requires data. Any piece of health data needs four attributes, which we will call structure, identity, metadata, and form. The following example is intended to demonstrate why clinicians must spend time ensuring the data they enter are interpretable by the computer.
Let us take blood pressure -a simple measurement (120/80 mm Hg). To communicate this across platforms (semantic interoperability) we need a top number and a bottom number, with some rules such as that they are numbers of either two or three figures, and the bottom number can never be larger than the top number (quality check -physiologically impossible).
That is the structure, or the "information model." Next comes the identity, which is the terminology used and the code therefore attached. Here we will use SNOMED CT (an international standard), and therefore the code is 75367002.
Metadata are the simple information that says this blood pressure reading is from Dr. X, and on this date.
The form is the "wrapper" in the transmitting of the data -the thing that says "ok strange computer system, this is a bodily observation of this patient and it has a code and I think you should put it here." This is the purpose of Health Similarly, the information needs (usefulness) have so many determinants that context must always be emphasized. A normal blood pressure is different in a young health person from that in someone undergoing dialysis for kidney failure.
A good information system is a user-friendly one -one that considers workflow as well as data needs. Such a system can be created if users (chronic disease patients and health professionals) are engaged in the early stage of information system development [20] .
Information communication
Communication is the next battleground, and here we have two main models: peer to peer and one to many. Peer to peer is what we best know now as e-mail, but increasingly other modes of one-on-one communication are being used [21] .
Electronic communications are faster and often simpler than post and even fax, and can be sent directly from the electronic health record. General e-mail is deemed insecure for a variety of reasons [22] , so either the e-mail system must be encrypted or specific apps that encrypt information should be used. Within a closed system such as a hospital, virtual private networks can be used, but we know that good chronic disease management requires information communication across such systems. Therefore the growth is in the area of "one to many" or shared information platforms. These platforms allow information from various providers to be pooled and made available to others, including, crucially, the patient.
They can involve large, state-sponsored information gathering [14] or can be smaller, disease-specific models [23] . Diseases such as diabetes are particularly well suited to a platform where providers and patients can lodge information such as blood glucose levels and other measurements in a form that all can see. The challenges for these more open systems relate to information standards, security, and access [24] .
Information standards were dealt with earlier -for a computer to integrate blood pressures from different sources, it must understand them to be the same thing. Security is the next element. Security is different from privacy. Security relates to the safe transfer and holding of information, so when information is being sent to the central repository, it must be kept safe from prying electronic eyes. Similarly, the repository must be secured from hackers. The medical information itself is of little value, but the repository will usually contain sufficient information such that this will encourage identity theft and targeted phishing.
Privacy is the next complex area. Privacy in this context
is not about keeping information secret, but is about controlling who has access [25] . In keeping with the SDM model, patients should have the right to control who has access and who does not. However, this should be considered in the context that where such controls are implemented they are rarely used. Patients generally wish to share their information when they understand it will give them better care.
An example of care
Mrs. W is a 68-year-old woman who lives with her husband and has two children, both married, and two grandchildren. For the past 10 years she has had hypertension, managed with medication. She gave up smoking 5 years ago, although her husband still smokes.
Four years ago she had a small myocardial infarction, and received a diagnosis of diabetes at the time. She has since developed heart failure related to an enlarged heart. She had a transient ischemic attack 2 years ago, and has just had a foot ulcer that took 6 months to heal.
She has been in hospital four times in the past 2 years, twice for heart failure and twice to manage the foot ulcer. She takes six medications -two for her heart and blood pressure, two for her diabetes, one for her transient ischemic attack, and one for her foot ulcer. She has a primary care physician, who she sees on a regular basis, but she also sees a hospital physician and three other health care practitioners to manage various aspects of her care. She is assisted in her care by her daughter, who lives in the next building.
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